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Outline of this talk
Why do we see consent pop-ups at all ?

How can we understand when a pop-up is compliant? 

When does Web tracking violate the law?

Analysis of grey design choices potentially violating 
legal requirements for consent

Future Work
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Why do we see consent pop-ups at all ?!
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Why do we see consent pop-ups at all ?!

Applies to any form of web tracking 
(such as cookies and similar technologies) 
that collect/store data of users 

consent pop-ups 
common method to 

collect consent 

Art. 5(3): consent asked before processing 
data through tracking technologies
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How can we understand when a pop-up is
compliant?

It is easy, read the GDPR!
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Requirements for consent pop-ups

Consent must be: 
1. Prior to any data collection
2. Freely given 
3. Specific
4. Informed
5. Unambiguous
6. Readable and accessible 
7. Revocable 

Are cookie banners indeed compliant with the law? Deciphering EU legal requirements on consent and technical means to verify compliance of cookie banners.
Cristiana Santos, Nataliia Bielova and Célestin Matte. International Journal on Technology and Regulation, 2020. 
https://techreg.org/index.php/techreg/article/view/43

• How to audit for compliance?
• Detect all Web tracking technologies
• Manual, technical tools, user studies

https://techreg.org/index.php/techreg/article/view/43
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22 
requirements 
for consent 

pop-up 
compliance!
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When does Web tracking violate the law?



To answer this question, we need to know the 
purpose of each tracking technology! 

Purposes 
exempted of consent

Purposes 
subject of consent
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Exempted purposes (Article 5(3) ePD)
“necessary”

provide a service, requested by the 
user, to access content 

transmit a communication over an 
electronic communications network
cookies used to help web pages to load faster and to route 

information over a network (load balancing)
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Exempted purposes: necessary for providing 
a service … because without it, no service!

§ e-commerce websites: for keeping track of my shopping cart
§ authentication: keeping me logged in, so users don’t have to remember 

my login password, eg. email services, eBanking service
§ user interface (UI) preferences (customization): language, display 

format (nr of results), personalized services
§ web audience measuring of a website, without profiling users by third 

parties, e.g. nr users, click/person
• user-security cookies: protect login system from abuses
• multimedia session cookies: render image, audio/video content 
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But how to detect tracking with certainty? 



13

Invisible pixels

Missed by Filter Lists: Detecting Unknown Third-Party Trackers with Invisible Pixels. Imane Fouad, Nataliia Bielova, Arnaud 
Legout, Natasa Sarafijanovic-Djukic. Privacy Enhancing Technologies Symposium (PETS 2020). 
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Data collection with OpenWPM

§ Crawl Top 10,000  Alexa domains in February 2019
§ For each domain we visit

§ Homepage + 10 first links
§ Successfully crawled:

§ 8,744 domains, 84,658 pages

§ Results:
§ 2,297,716 images <100KB collected
§ 35.66% images are invisible 
§ 95% domains contain at least one invisible image

35.66% are invisble pixels

Missed by Filter Lists: Detecting Unknown Third-Party Trackers with Invisible Pixels. Imane Fouad, Nataliia Bielova, Arnaud 
Legout, Natasa Sarafijanovic-Djukic. Privacy Enhancing Technologies Symposium (PETS 2020). 



15

Invisible pixels are perfect suspect for tracking
and widely present on the Web

However all types of content track users!

Missed by Filter Lists: Detecting Unknown Third-Party Trackers with Invisible Pixels. Imane Fouad, Nataliia Bielova, Arnaud 
Legout, Natasa Sarafijanovic-Djukic. Privacy Enhancing Technologies Symposium (PETS 2020). 
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What content is tracking users with cookies?
§ 4,216,454 third-party requests
§ 2,724,020 (64.6%) third-party requests are tracking

Top 5 types of content used in the 2,724,020 third-party tracking requests. 

Missed by Filter Lists: Detecting Unknown Third-Party Trackers with Invisible Pixels. Imane Fouad, Nataliia Bielova, Arnaud 
Legout, Natasa Sarafijanovic-Djukic. Privacy Enhancing Technologies Symposium (PETS 2020). 
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Analytics (within-site tracking only)
§ Uses first-party cookies to track repeat visits to a site.
§ Is not able to collect user’s browsing history across sites.

logs

Cookie Database
accuweather.com: 
ga_id=123

http://accuweather.com
processing engine

2:52pm: user 123 visited 
accuweather.com

<script 
src=google-
analytics.com/scr
ipt.js>

</src>

script

google-analytics.com

google-
analytics.com/track?ga_
id=123&
site=accuweather.com

Missed by Filter Lists: Detecting Unknown Third-Party Trackers with Invisible Pixels. Imane Fouad, Nataliia Bielova, Arnaud 
Legout, Natasa Sarafijanovic-Djukic. Privacy Enhancing Technologies Symposium (PETS 2020). 
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First party analytics cookies synchronized with 
third party cookies

logs

Cookie Database

site.com: 
ga_id=123

http://site.com
processing engine

2:52pm: 
user 123 visited site.com

<script 
src=google-
analytics.com/scr
ipt.js>

</src>

script

google-analytics.com

google-analytics.com/ 
track?ga_id=123
&site=site.com

doubleclick.net

processing engine

2:52pm: 
user 456 visited site.com
= user 123 by ga

logs

cookie: d_id = 456

doubleclick.net: 
d_id=456

google-analytics.com/ 
track?ga_id=123
&site=site.com
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First party analytics cookies synchronized with 
third party cookies
§ Detected on 67.96% of domains
§ We found 17,415 different partners involved in synching



20https://support.google.com/analytics/answer/2799357?hl=en, accessed on Dec 17th, 2020

https://support.google.com/analytics/answer/2799357?hl=en
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CNIL sanction against CARREFOUR FRANCE (18 November 2020)

https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000042563756
accessed on Dec 17th, 2020

First party Google Analytics 
cookies detected

Synchronisation of Google 
Analytics and Google Ads 
(doubleclick.net) allows 

advertisers to collect more data 

Consent is needed for such 
cookies (while not necessary 

for pure analytics!)

https://www.legifrance.gouv.fr/cnil/id/CNILTEXT000042563756
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Computer scientists and DPAs detect tracking…

But how to know the purposes of trackers?
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How to define purposes?
Principle of Purpose Specification (art. 5(1)(b) GDPR, WP203)

Precisely and clearly defined

Legitimate

Unambiguous; no doubt in their meaning or intent; expressed, not hidden

Conform to a legal basis, e.g. consent for using cookies and similar 
technologies

Explicit

Specific

On Compliance of Cookie Purposes with the Purpose Specification Principle. Imane Fouad, Cristiana Santos, Feras Al Kassar, Nataliia Bielova and 
Stefano Calzavara. International Workshop on Privacy Engineering (IWPE 2020).
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We analysed cookie policies for 20,000 cookies…

§ only 13% cookies are described in cookie policies
§ cookie policies should be available on all websites

§ only 5% cookies are explicit

§ common cookies purposes are not specific!

§ EDPB, DPAs should pre-define and standardize purposes

Available

Explicit

Specific

On Compliance of Cookie Purposes with the Purpose Specification Principle. Imane Fouad, Cristiana Santos, Feras Al Kassar, Nataliia Bielova and 
Stefano Calzavara. International Workshop on Privacy Engineering (IWPE 2020).
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Analysis of grey design choices potentially 
violating legal requirements for consent
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applied to consent banners

Computer Scientists: Nataliia Bielova, Michael Toth
expertise in web privacy measurement

Legal scholars: Cristiana Santos, Damian Clifford 
expertise in EU Data Protection law

Designer: Colin M. Gray
expertise in UX, UI, ethics, dark patterns

Best of ACM CHI Honorable mention, accepted at ACM CHI 2021 https://arxiv.org/abs/2009.10194🏆

https://arxiv.org/abs/2009.10194


27Flowchart describing the forms of manipulation in relation to the consent task flow, legal consent requirements, and dark patterns



28Flowchart describing the forms of manipulation in relation to the consent task flow, legal consent requirements, and dark patterns



29Flowchart describing the forms of manipulation in relation to the consent task flow, legal consent requirements, and dark patterns
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Grey design choices – grey zone

Consent Wall

Reduced Service
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Grey design choices – grey zone

Consent Wall
Reduced Service
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What is a ‘Consent wall’?

The user can indeed select 
between acceptance and 

refusal; 
BUT the use of the website 
is blocked until a choice is 

made
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What does the law say about ‘consent wall’?

Art. 7(2) - request for consent shall be 
presented in a (…) easily accessible form

Recital 32 - consent request should not be 
unnecessarily disruptive to the use of the 
service for which it is provided 

• Confusing, unnecessarily disruptive of the user 
experience

• The website should be accessible even if the 
user didn’t respond to request for consent

• Tension between user interaction and easily 
accessible consent request: how 
enforceable/illegal is this design choice? 
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Dark patterns related to ‘consent wall’

The user can select between 
acceptance and refusal; 
however, the use of the 

website is blocked until a 
choice is made

• Forced Action
• Obstruction
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Grey design choices – grey zone

Consent Wall

Reduced Service
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What is ‘Reduced Service’?  

https://www.medicalnewstoday.com/ 

If the user refuses consent, she is 
redirected to a different website 
*https://anon.healthline.com/*, 

It is a reduced version of the original 
website, with only 10 pre-selected pages 

available to the user
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What is ‘Reduced Service’?  

https://www.medicalnewstoday.com/ 

If the user refuses consent, she is 
redirected to a different website 
*https://anon.healthline.com/*, 

It is a reduced version of the original 
website, with only 10 pre-selected pages 

available to the user
• Forced Action
• Obstruction
• Interface interference
• Sneaking
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Is ‘Reduced Service’ illegal or acceptable?

Arts. 4(11), 7(4): consent freely given
Rec. 42: without detriment

Rec. 25: access to functionalities 
cannot be made dependent on 
consent, when not necessary to 
provide service requested by user

•No pressure, deception, persuasion 
coercion

• Freedom to reject non-necessary 
cookies without detriment

“Certain cases may exist where lack of 
acceptance of the use of cookies prevents (…) 
partial or full use of the service, provided that 
users are adequately informed on it, 
an alternative of access to the service without 
the need to accept the use of cookies is 
provided. (...) the services of both alternatives 
must be genuinely equivalent, and equivalent 
services offered by an external entity with 
regard to the editor will not be accepted”
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Is it enough to look at the design of a banner?

What happens behind the interface of a cookie
banner?

Do Cookie Banners Respect my Choice? Measuring Legal Compliance of Banners from IAB Europe’s Transparency and Consent Framework
Célestin Matte, Nataliia Bielova, Cristiana Santos. IEEE Symposium on Security and Privacy (IEEE S&P 2020).
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Violation of ‘Correct Consent Registration’

https://www.flashscore.com/ accessed on 25 November 2019

Consent banner has 
registered user’s 

consent for 5 purposes 
and 544 vendors even 
when the user refused 

everything in the 
cookie banner 

interface!

Video availbale at https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/vid/nonrespect_flashscore_com.mp4

https://www.flashscore.com/
https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/vid/nonrespect_flashscore_com.mp4
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Websites using consent banners of

We have impact!
• Most popular websites have fixed their practices
• See historical videos here: https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/

Violations found on websites with TCF banners 
• 27 websites register your acceptance even if you said “no”
• 141 websites store your consent before you made your choice
• 38 websites do not allow to say “no”
• 236 websites nudge users by pre-selecting options

Do Cookie Banners Respect my Choice? Measuring Legal Compliance of Banners from IAB Europe’s Transparency and Consent Framework
Célestin Matte, Nataliia Bielova, Cristiana Santos. IEEE Symposium on Security and Privacy (IEEE S&P 2020).

🚫

• NOYB filed 3 complaints to the CNIL based on our research!

https://www-sop.inria.fr/members/Nataliia.Bielova/cookiebanners/
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IAB Europe Transparency & Consent Framework

user

Consent Management Providers (CMP)

Advertiser

Publisher
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IAB Europe TCF: Consent Management Providers  
provide banners with dark patterns by default

OneTrust is the most popular CMP 
on top global 10,000 websites 

Measuring the Emergence of Consent Management on the Web. Hils, M., Woods, D.W., and Böhme, R. Internet Measurement Conference (IMC’20).



44

OneTrust

OneTrust default banner, captured on 13 Jan. 2021

Top level of the page: 
easily accessible 

“Allow All”

Bottom of the screen: 
hardly accessible 
“Reject All” and 

“Confirm My Choices”

Consent Management Platforms under the GDPR: processors or controllers? Cristiana Santos, Michael Toth, Nataliia Bielova, 
Midas Nouwens, Vincent Roca. Soon to be discussed at ConPro’21, accepted for publication at Annual Privacy Forum (APF’21).
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OneTrust
Top level of the page: 

easily accessible 
“Allow All”

Bottom of the screen: 
hardly accessible 
“Reject All” and 

“Confirm My Choices”

• Obstruction
• False Hierarchy
• Sneaking OneTrust default banner, captured on 13 Jan. 2021

Consent Management Platforms under the GDPR: processors or controllers? Cristiana Santos, Michael Toth, Nataliia Bielova, 
Midas Nouwens, Vincent Roca. Soon to be discussed at ConPro’21, accepted for publication at Annual Privacy Forum (APF’21).



46

What’s next? 
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Auditing legal compliance of websites

want scalable auditing to ensure compliance  

need to declare all the third parties and the purposes of all 
the tracking technologies they use  

need precise and scalable auditing to enable enforcement, 
and to react towards complaints they receive daily

Data 
controllers

DPOs

DPAs
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How can we improve the situation?

ü “Cookies and other trackers” to the CNIL, and
ü “Concepts of controller and processor in the GDPR” 

to the European Data Protection Board (EDPB) 
ü “On the use of cookies and other tracking tools” to the 

Italian DPA Garante Privacy

embrace interdisciplinary research between 
Law, Computer Science, Design and other fields

researchers and DPAs should collaborate – check our 
interview at the LINC of the CNIL on consent pop-ups!

Collaborate!

Contribute 
to public

consultations!

Talk to DPAs!

Share ideas & contacts: help us change the consent pop-ups 
practices in the EU and the world!
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nataliia.bielova@inria.fr cristianasantos@protonmail.com

@cristianapt@nataliabielova

Thank you! 

Nataliia Bielova
Researcher in Online Privacy 

PRIVATICS team, Inria

Cristiana Santos
Lecturer and Researcher in Law&Tech

Utrecht University


