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Online tracking
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User

Web page Browser

Cookie › Session cookies
• Essential

• First-party

• Provide functionality

› Tracking cookies
• Unique identifier

• Can be first-party of third-party

› Same-origin policy
• Security measure

• Prevent resource access



Third-party tracking
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Key Players

Publishers

TrackersAdvertisers



Third-party tracking
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Key Players
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VS.Publishers Trackers

Advertisers

Users Browsers

Privacy protections



First-party tracking
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User

Web page

Tracking script

› As a circumvention of 

cookie blocking

› First-party cookie

› Same-site

• Insights on user behavior

› In combination with 

persistent tracking



DNS
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DNS resolver

QUERY
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A: 192.0.2.23
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DNS
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DNS resolver
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CNAME-based tracking Third-party tracking

example.com
tracker.com



Detecting CNAME-based tracking



Methodology
› Step 1: CNAME records 

• First party points to third party

› Step 2: Dataset

• Starting from HTTP Archive (5.6M frequently-visited websites) dataset

• First-party requests to subdomain

List of CNAME tracker candidates
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Methodology
› Step 3: Filter non-tracking candidates

• Manual analysis

• Analyse candidate website for references to tracking or features that would require 
tracking

• 13 manually-verified trackers

• Tracker-specific fingerprint

› Step 4: Validation
• Run crawl with other user agent (Safari)

• Found tracker that only did tracking for Safari users

13



Results

14



Results

15



Results

16



Popularity of publishers using CNAME-based tracking
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Categories of publishers using CNAME-based tracking
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Key Players

Publishers

TrackersAdvertisers

› 10 474 publishers
• Mostly businesses

• 9.98% in Tranco top 10k

› 13 CNAME-based trackers
• Varying size

• Previously unknown



Historical evolution of CNAME-based 
tracking



Methodology
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› Public dataset
• HTTP Archive

› Recursive approach



Historical Analysis
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Comparison to third-party tracking
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Effects on third-party tracking 

› Evolution of third-party tracking

› Recent CNAME publisher websites

• 6 months non-active/6 consecutive months active

• Number of third-parties unchanged

• Complimentary basis

24



Implications of CNAME-based 
tracking



Privacy
› Cookie leaks

› Cookies scoped to domain of website

› 8807 sites using CNAME-based tracking

› Cookies leaking on 95% sites

26



Privacy

› Cookies leaking in request URLs
• Cookie syncing

• Bypass tracking protections

• Set by third-party domain of the tracker
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Privacy

› Leaking of sensitive information from cookies

› Manual analysis on 50 websites
• Full name (1 website)

• Location (2 websites)

• Email (4 websites)

• Authentication cookie (10 websites)
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Security

› Issues arising from the CNAME-based tracking scheme

› Tracker included in first-party context

› Two major vulnerabilities affecting all publisher websites
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Countermeasures

› DNS-level blocking
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› Limited cookie lifetime



Conclusion

› Methodology allows to detect previously unknown 
CNAME-based trackers

› Large-scale evaluation of CNAME-based tracking
• Increased in popularity by 21%

› Privacy and security issues
• Two major web security flaws
• Sensitive information leaking
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Thank you!
https://distrinet.cs.kuleuven.be/


