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Forces to Data Protection by Design

Pressure from incidents
Increasingly sensitive data breaches

Regulatory pressure
GDPR requiring appropriate measures
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Forces to Data Protection by Design

Art. 25 Data Protection by Design SDramu (e FeRlEe
and by Default Increasingly sensitive data breaches

“[...] the controller shall [...]
implement appropriate technical and
organisational measures |[...] designed to
implement data-protection principles [...]."”

Regulatory pressure
GDPR requiring appropriate measures



Data Protection by Design



Components of Data Protection by Design

5 components

Consider risk
to data subjects’ rights and freedoms

Ensure compliance
with GDPR requirements

Implement measures
both technical and organizational

Demonstrate
accordance with the rules

When determining means processing
and during the processing itself



Data Protection Impact Assessment
to realize obligations DPbD

Mandatory when high risk
to data subjects’ rights and freedoms

Groundwork for risk-based approach
to determine necessity DPIA



Existing approaches to DPIA

Templates, Questionnaires
Spreadsheets, documents, questionnaires to fill in

Extending software design models
Not all data protection concepts map to design model elements

Privacy and Security Requirements Engineering
Limited coverage of data protection concepts



Existing approaches to DPIA

10

Templates, Questionnaires
Spreadsheets, documents,
questionnaires to fill in

Extending design models
Not all data protection concepts
map to design model elements

Privacy and Security RE
Limited coverage of data
protection concepts



Existing approaches to DPIA

mplates, Questionnaires
Spreadsheets, documents,
questionnaires to fill in

Extending design models
Not all data protection concepts
map to design model elements

Privacy and Security RE
Limited coverage of data
protection concepts



Existing approaches to DPIA

processData(<<sensitiveData>> .. )
<<objective>> {marketing}

L, | he organization controlling the
Al processing is not present in the
software design model
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Existing approaches to DPIA

Iél Q

Are there automated decisions on
special categories of personal data?

+Q
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Templates, Questionnaires
Spreadsheets, documents,
questionnaires to fill in

Extending design models
Not all data protection concepts
map to design model elements

Privacy and Security RE
Limited coverage of data
protection concepts



Our Approach to
Data Protection by Design



Different Stakeholders use Different Models & Views
Software Engineers Legal Stakeholders
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Interdisciplinary approach

Software Engineers Legal Stakeholders
Modeling support Concepts
to capture processing operations processing, rationale, ...
Model queries and analysis L egal assessments

to identify problems for compliance
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Modeling
Support

Legal
Concepts
Model

Analysis
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Key Components Approach

1. Structured modeling 3. Tool-supported legal assessments
Key concepts Embed legal argumentation
2. Automated sanity checks 4. Automated generation of outputs

Completeness Documentation

21



1. Structured modeling
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Four categories of concepts

24

Actors and their roles
Organization, controller, ...

Processing activities
Collection, disclosure, ...

Data types and subjects

Data subject type, data type, ...

Legal rationale
Purpose, Lawful grounds, ...
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Four categories of concepts
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Four categories of concepts

Actors and their roles
Organization, controller, ...

Processing activities
Collection, disclosure, ...

Data types and subjects

Data subject type, data type, ...
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2. Automated sanity checks



Meta-model Imposes rules

Some examples...

Actors’ involvement in processing
E.g., organization as controller

Further processing follows collection
Chain of processing operations

Further processing must have purpose
To enable compatibility assessment
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Meta-model Imposes rules

Some examples...

Actors’ involvement in processing
E.g., organization as controller

Further processing follows collection
Chain of processing operations

Furth ' th
Q{, , urther processing must have purpose

. To enable compatibility assessment
Further Processing

processing purpose

33



3. Tool-supported legal assessments



Illustration: Patient Monitoring System
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Patient Monitoring System
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Patient Monitoring System
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Patient Monitoring System
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Patient Monitoring System
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In-depth Scenario-based Validation

Applied on eHealth System

Patient Monitoring System for patients with cardiovascular diseases

Scenarios:

Construction and analysis of initial description

Extension for emergency services notification
Further use for scientific research

Every change triggers full re-assessment
Ensure that modifications do not introduce new problems
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Support Analysis

Avoid obvious problems
E.g., missing EU representative

Assist in compliance assessment
Ensure systematic analysis of all processing operations
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4. Automated generation of outputs



Not only analysis, also documentation

Supervisory Authorities
Documentation to demonstrate compliance

Data Subjects
For every data subject: processed data and purposes

Privacy Policies
Support writing policy using information from model
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Tool support

Data Protection
Modeling
Framework
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Model creation
Sanity checks on processing operations

(Semi-)Automated Assessments
Guide legal assessments

Export documentation
Extract relevant information from model



Tool support

Eclipse-based product
Eclipse Modeling Framework, Sirius,

Model queries in VIATRA

to perform the legal assessments
to extract relevant information for documentation export
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Demo



Future work

Supporting mitigations
How to capture legal mitigations in the models?

In-depth comparative evaluation with existing DPIAs
E.g., DPIAs on contact tracing apps

Risk analysis
Quantifying legal risk, prioritizing legal compliance problems
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Model-based compliance assessment
provides compelling benefits

Single central source of information
Avoid duplicated and inconsistent information

Combine processing activities with compliance results
Documented by design in the same model

Ensure previous assessment remain accurate
Evaluate whether changes invalidate previous assessments
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Realizing Data Protection by Design with
Interdisciplinary Approach

Require both technical and legal expertise
Meet GDPR obligations, ensure appropriate measures

Leverage legal expertise
Comprehensive description, legal assessments, DPIA, ...

L everage software engineering expertise
Models of data processing operations, automated sanity checking
and analysis, ...
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Contact

DPMF: A Modeling Framework for Data Protection by Design
https://lirias.kuleuven.be /3264553

Website of the Data Protection Modeling Framework
https://distrinet.cs.kuleuven.be/software/dpmf/

Laurens Sion, Pierre Dewitte, Dimitri Van Landuyt, Kim
Wauyts, Peggy Valcke, and Wouter Joosen

firstname.lastname®@kuleuven.be
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